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The information presented in this Administration and Configuration guide Documentation was prepared by CDC
Software. The sole purpose of this Documentation is to provide the recipient with information about
Administration and Configuration.  The recipient is encouraged to visit the Company’s website at
www.cdcsoftware.com for additional information.

While the Company believes that the information contained herein is accurate, it expressly disclaims any and all
liability for representations or warranties, expressed or implied, contained in, or for omissions from, this
Documentation or any other written or oral communication transmitted or made available.

As a condition to our furnishing you with this Documentation and any additional information we may provide,
you agree to treat all information that is contained in the Documentation and all such additional information as
confidential unless and until such information has been made generally available to the public or unless the
Company consents in writing to any disclosure. This Documentation may not, in whole or part, be reproduced or
distributed to others. You may disclose such information to your agents or directors, officers, employees or
advisors if such representatives are informed by you of the confidential nature of such information and directed
by you and agree to treat such information confidentially. Nothing herein shall limit or impair your right to disclose
information contained in the Documentation if legally required to do so in any judicial, administrative or
governmental proceeding, subject to your prior notification to the Company.

FOR FURTHER INFORMATION, CONTACT:

Support

Helpdesk, CDC Software LLC
240 Market Street, Suite 1B
Bloomsburg, PA 17815-1727

Office: 570.309.6827 Support Option
Email: support@cdc-tek.com
Online: http://support.cdc-tek.com
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1 CDC Platform Overview

The CDC Platform Server is designed to provide a highly extensible platform by utilizing configurable
“Connectors”. Each “Connector” provides specific functionality enabling rapid and flexible
integration. The CDC Platform server host connectors for a variety of telephony systems and for
systems wishing to send/receive data from these telephony systems. The telephony connector is
responsible for managing the connection to the telephony environment, standardizing the data and
events generated by the individual systems, and publishing the standardized events and data to the
CDC Platform Engine. Any other connector can then subscribe to events published by the telephony
connectors and multiple connectors can act on a single published event. A single connector can both
publish and subscribe to events while published events support both synchronous and asynchronous
modes.

The CDC Platform engine supports filtering of events, data translation, and custom data mapping at
both the point of ingress to the CDC Platform engine (event published) and at egress (event received
by subscriber).

1.1 Description

The CDC Platform integrates your 3rd party telephony system to your Cloud based CRM environment.
The CDC Platform supports searching for, displaying, and creating CRM items based on the call data
associated with a call. Leverage the information collected within your IVR, Voice Portal, and ACD to
"Screen Pop" the agent's CRM session with new or existing CRM users and tickets.

The communications enabled by the CDC Platform is bi-directional and provides the ability to update
call data within your 3rd party telephony system with Zendesk data. This enables:

e CRM user and ticket data located or created during the existing call to be made available to any other
agents that may handle the current call via transfer or conference.

e Enables access to CRM data that was located, displayed, or created during the call to your other
contact center applications (reporting, call/screen recording applications, etc.) For example, you can
now associate your call recording or screen recording to the call and to the CRM ticket automatically
created by the call.

In summary the CDC Platform Server, through its connectors, allows the contact center to utilize data
from their telephony systems in any system for which a connector is available and vice versa.

1.2 Implementation

CDC Platform presently supports the following telephony systems:
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1. Avaya Aura Red (also called ACM or Avaya Communications Manager). Integration via
TSAPI on AES and CCT via AACC

2. Avaya Aura Blue (also called CS1K). Integration via CCT.

3. Avaya IP Office. Integration via CTI Link Pro (TAPI).

4. Cisco UCCX (Integration via Finesse, CAD, or UCCXCT]I)

5. Cisco UCCE (Integration via Finesse, CTIOS, or CTIServer)

6. Cisco CUCM (Integration via TAPI)

7. SwitchVOX (Premise or Cloud) (Integration via SwitchVOX API over HTTP)

8. Asterisk (Integration via AMI)

9. Vonage Business (Cloud) (Integration via Vonage APl over HTTP)

10. InContact (Cloud) (Integration via InContact APl over HTTP)

11. MiTel (Integration via Open Integration Gateway[OIG])

12. BroadSoft and BroadSoft based systems (Integration via Xtended Service Interface over HTTP)

13. Alcatel-Lucent OMNI Systems (Integration via TSAPI or TAPI. Requires Alcatel Premium
TSAPI/TAPI server)

14. Interactive Intelligence (Integration via ICWS over HTTP)

15. TAPI compliant pbxs (AllWorx, some Mitel, many other pbxs) (Integration via TAPI)

16. Generic HTTP support. A PBX that can generate HTTP notifications for call events can be
directly supported.

A CDC Platform implementation with CRM connector, due to the highly customized nature of most
customer's telephony environments, requires an initial discovery session with customer to gather
information about the customer's existing 3rd party telephony system. Information gathered during
discovery session includes:

e (Call data available in telephony system. E.g. what data is being collected about caller and where is it
being stored?

e What behavior should occur in CRM session and when should it occur? E.g. Display a user and/or
create a ticket?

e What, if any, data lookups are required to other systems (Customer or order systems for example)?

Once these details are gathered the CDC Platform will be configured by CDC Software technicians
with the rules to enable the desired behavior and deployed within the customer's environment. Most
integrations for "screen pop" capability are a server only solution so require no software to be deployed
on the agent's desktop greatly simplifying deployment within the enterprise.

2 Example Call Flow and Architectures

The CDC Platform is a middleware solution that sits between the telephony system and the CRM
system. The platform monitors the call activity, in real-time, and pushes data to the CRM user through
the CRM’s cloud based Restful API over HTTPS. In short, phone calls drive the display of ticket data
to the agent in their browser. Please see below figures for call flow and architecture diagrams.
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CDC Platform and Connector Architecture

Published Telephony Events

DTK.Telephony.Call.Started
DTK.Telephony.Call.Ringing
DTK.Telephony.Call.Answered
DTK.Telephony.Call.Ended
DTK.Telephony.Call.Alerting

DTK.Telephony.Agent.Login
DTK.Telephony.Agent.Logout
DTK.Telephony.Agent.Ready
DTK.Telephony.Agent.NotReady

Subscribed Events

DTK.Data.Update

2.1 Avaya AES

Cisco Connector

CDC Platform Server provides a highly extensible platform
by utilizing configurable “Connectors”. Each “Connector”
provides specific functionality enabling rapid and flexible
integration. Client DTK is an optional component
complements DTK server and is implemented to support
client side application integrations.

Agent Desktop

Published Events
e DTK.Data.Update

Subscribed Events

DTK.Telephony.Call.Started
DTK.Telephony.Call.Ringing
DTK.Telephony.Call.Answered
DTK.Telephony.Call.Ended
DTK.Telephony.Call.Alerting

DTK.Telephony.Agent.Login
DTK.Telephony.Agent.Logout
DTK.Telephony.Agent.Ready
DTK.Telephony.Agent.NotReady

Other Connectors
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Figure 1 CDC Platform Call Flow
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Figure 2 CDC Platform Physical Architecture
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Figure 3 CDC Platform Call Flow
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Figure 4 CDC Platform Physical Architecture
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3 Automatic Number Identification (ANI) Example

These example images and configurations will show how ANI (phone number of the caller) can be
used to locate a Zendesk user and display that user to the Agent receiving the call.

Each CDC Platform Telephony call event received by CRM Connector contains the ANI or telephone
number of the caller. When the example end-user shown calls your organization, the event received by
CDC Platform will contain a data element named ANI that contains the caller’s phone number. This in
turn is used to locate the CRM user associated with this phone number and display that user to the

agent.
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The below search rule illustrates how the ANI example is configured. In short it states: “Search the

CRM user field named phone for the value in the telephony’s events ANI field”.
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<l--
We use to populate search fields for finding a user.
--3

<zenTertiarySearchRulex
<FieldMatches:
<FieldMatchz
¢«FieldTypestype:user</FieldType:
¢<FieldName>phone</FieldName:
¢FieldRequiredstrue</FieldRequired:
¢<FieldCondition></FieldConditionz
¢FieldValues>
¢Fieldvalue:
<FieldValueType>DTK_Telephony</FieldValueType>
¢FieldValue>ANI</FieldvValue:
¢FieldValueCondition»</FieldValueCondition>
</Fieldvaluez
</Fieldvalues:
</FieldMatch:
</FieldMatches:
<fzenTertiarySearchRule:

4 Telephony Connector Configuration

The telephony connectors must be configured to communicate to the telephony system and for the
events required for the customer specific configuration which is based on the feature set implemented
and customer requirements.

4.1 Avaya AES
The CDC Platform connector for Avaya AES utilizes the Avaya TSAPI client. The TSAPI client must
be installed prior to CDC Platform configuration using the Avaya TSAPI Client installer.

The CDC Platform requires the use of the UCID (Universal Call Identifier) to be enabled in Avaya
along with enabling the copy of the UCID for station conference and transfer.

12
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change system-parameters features Fage
FEATURE-RELATED SYSTEM PARMMETERS

2 of 18

S5YSTEM PRINTER PARBMETERS

Endpﬂint:l

SYSTEM-WIDE PARAMETERS
Switch Name:
Emergency Extension Forwarding (min):
Enable Inter-Gateway Altermate Routing
Enable Dial Plan Transparency in Surv ble Mode?
COR to Use for DPT:

MALICICUS CALL TRACE PARAMETERS
Apply MCT Warning Tone?
Delay Sending RELease (seconds):
SEND ALL CALLS OPTIONS
Send A11 Calls Applies to:
Preserve previous
UHIVERSAL CALL ID
Create TUniversal Ca
Copy UCID for S5tation Conference/

F1 Cancel |F2 Refresh| F3 Enter F4 Clear F5 Help FG Edit F¥ Next F8 Prev

11 ID {(UCID)?
o

At that point the settings shown below in the AvayaCTServer.config can be confirmed:
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<add
<add
<add

< l—=
<add

key="TS5APIzerverID" value="AVAYAFSLOUGHRCSTA#SLO-AERS-HEROX"
kev="TSAPIloginID" walue="CDCU=ser"/>
keyv="TSAPIpassword" value="CDCUs3r@01" />

Default wvalue for TSAPIfilterPrivate i=s false -->
key="TEAPIfilterPrivate” value="false" />

Default wvalue for TSAPIfilterPrivateContainsString is """ -—->

keyv="TSAPIfilterPrivateContainsstring" wvalues="" />

Default wvalue for TSAPIfilterPrivate i=s false -—->
key="TSAPIfilterOntbound” value="false" />

Default walue for TSAPIfilterPrivate i=s false -—->
key="TSAPIProcess5ilentMonitor" value="false" />

Flag u=sed to control format of event Messzage. -1
If =zet to "True™, ToString() returns pipe delimited -2
event messsage data. If set to false, default wvalue, -->

ToString () returns column formatted string. -
keyv="ToStringA=5ingleLine" value="false" />
Publish Specific event types -—-->
keyv="PoblizhEntryPointEvents" value="false" />
key="PublizhQueneEvent=s" value="false" />
key="PoblishExtensionEvents" value="true" />

Flag used to filter call events that are not assocliated -->

with Monitored ACD Splits. -2
key="FilterByACDSplits" value="false" />
Flag used to set whether Ayaya Connector should call -
metric connector services for call metrics such as -
CallTime, CallTalkTime, {QueueTime -
key="PublishCallMetrics" value="true" />

4.2 Avaya IP Office
The CDC Platform connector for Avaya IP Office utilizes the Avaya TAPI client. The TAPI client
must be installed prior to CDC Platform configuration in 3rdy party mode with the ACD Queues

option selected.

At that point the settings shown below in the AtapiMonitor.config can be confirmed:
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<1—
<add
<1 —
<add
<!1—
<add
<add
<add
<add

<add
<add
<add
<add

<add
<=
<=
<add
<=
<=
<add
<=
<=
<add
<=
<1—
<=
<add

TAPT prefix seen in device list —->
kev="monitorLinePrefix" wvalue="IP Office Phone: "/>
Whether to remove the Prefix when matching agents —->

keyv="replaceMonitorLinePrefixAgentId" valuse="true"/>
Enable events desired to be processed by engine based on customer reguirements——»
key="proceszzPreConnectedEvent=s" value="troe" />
kev="checkAnswercedBventValid" value="false" />
key="publishInboundCallEvent" value="troe" />
keyv="publish(utboondCall1Event" value="troe" />
kev="publishInternalCallEwvent" value="false" .
key="publishExternalCallEvent" value="troe" />
kev="publizshUnknownCallEvent" value="false" />
kev="publishUnavailableCallEvent" value="false" />

key="publizshConferenceCallEvent" value="fal=e" />

Cptional setting used to enable logging of monitored line information ——>

log5taticlineInformation when true logs line information that does not change.

Default value if not specified is false.

key="logStaticLineInformation" value="false" />

logLineDetails when true logs detailed information about line.

Default value if not specified i=s false.

key="logLineDetall=s" value="false" />
loginCallInfoChanged when true logs call and line information whenewver call
data changes. For example, if digling a number, sach number pressed would
log all call information.

Default value if not specified is false.

keyv="loginCallInfoChanged" value="false" />
logOnCallS5tateChanged when true logs call and line information whenever call
state changes. For example, if call i=s connected call information would be
logged.

Default value if not specified is false.

kev="loginCallStateChanged" value="false" />

logOnLineRinging when true logs call and line information when ringing.
Default value if not specified is false.

kev="lognLineRinging" value="false" />

loginMNewCall when true logs information about call and line.

Default value if not specified is true.

key="logOnNewCall" value="troe" />

logOutboundCalls when true logs information about ocutbound call and line.
Default value if not specified is false.

key="logOntboundCall=s" value="false" />
logPublishDTEEvent when true logs information about call and line as well as
conditions and actions performed on call data.

Default value if not specified i= true.

kev="1logPublishDTEEvent" value="troe" />

5 CRM Connector Configuration
The CRM system and the CRM connector must be configured to both allow communication between
the CRM system and the CDC Platform and to associate a CRM Agent with their identifier within the
telephony system. This process is similar on all CRM systems supported.
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5.1 CRM configuration

Before you start configuring the CRM connector you need to configure your CRM account to work
with the CDC Platform CRM Connector. The connector needs to be configured with proper API
access credentials and in order for the connector to properly associate the telephony agent to their
corresponding CRM agent session a CRM user field needs to be setup to contain the identifier used by
the agent in their telephony system.
Steps to configure are:

1. Loginto your CRM account with the administrator user account.

2. Click on the gear icon to access the administration settings
Use r Zendesl
pdate your profil

Solve your first tick

3. Click on APl under Channels

* CHAMMNELS

Email

Twitter

Chat
Facebook
Voice
Feedback Tab
API

L

4. You can authenticate using the APl token or password. This example will use token. Make sure Token
Access is enabled like below.

16
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Learn more

Settings OAuth Clients

Token Access Enabled

Enable REST APl using tokens. If you use the APl token rather than a password, use basic authentication
and add /token to the email login when authenticating a user. Example:

curl -u administrator@awesomeearth.org/token:YOUR_TOKEN
https://awesomeearth.zendesk.com/api/v2/usera/me.json

Learn more.

Your APl token is: MY SECRET TOKEN - keep it secret, keep it safe

Generate new token

Password Access Enabled

5.

<l--
<add

<l--
<add

<l--
<add

<l--
<add

OR

Enable REST APl access using the email address and password for the authentication user.
Mote: APl password access is required to log in to the Zendesk apps for mobile devices.

Learn more.

When using Token Access the configuration connector’s configuration file will contain the following
settings:

The Zendesk API URL to use to for integration--»
key="ZenAPIUrl" value="https://awesomeearth.zendesk.com"/>

The Zendesk API user to use to for integration-->
key="ZenAPIUser" value="administratorlawesomeearth.org"/>

Whether to use PW or Token. Defaults to true if not set. -->
key="ZenAPIUseToken" walue="true"/>

The Zendesk API password OR TOKEN for zendesk user to use for integration. Default is to use token. --»
key="ZenAPIPW" value="MY SECRET TOKEN"/>

<add key="freshdeskDomain" value="hitps://ghiinksgrations-Lreshee-com"/>
<add key="freshdeskToken" wvalue="Z]TaV50isw&IocuniSWwi"/, >

<add key="freszhdezkMobhilePrefix" wvalue="dik"/ >

6.

Define a User Field to identify the telephony agent id with CRM agent
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dinh

L

4 Anzizutest + add E

ADMIN HOME

Overview User Fields

Drag a field type to the active fields area to create a

new field.
@ 2es Active fields (0)
3 Drop-down list
Add a field type from the right

Marketplace T Text
Manage
3 B Multidine text
# Numeric
@ MANAGE
01 Decimal
People
[#] Checkbox
User Fields

P . Regular expression
Organization Fields d P

Views 4 Date
Macros Capture small text.
Reports

Tags

Ticket Fields

Dynamic Content

Sandbox ? User Fields

L Anzizutest + add E
ADMIN HOME
Overview User Fields
T Text
Active fields (0) Field title shown to agents
@ apps
T Text Telephony Agent ID

Marketplace

Manage \ Field key

telephony_agent_id

& MANACE The key identifies this field in placeholders and the
API. After a field is created, you cannot change its

People -

User Fields \ Description (optional)

Organization Fields Unigue identifier for an agent in the

Views telephony systen]|

Macros 2
Reports

Tags F Create field
Ticker Fields

Dynamic Content

Sandbox ? User Fields

The Field Key value “telephony agent id” will be used in this example CRM connector configuration
to match events from the telephony system with your agents in your CRM account.

7. Updating your agents user field “Telephony Agent ID”:

a. Click on People, then agents to filter by agent role.

b. For each required agent click edit to update. For larger deployments an APl update tool can be
utilized to set this value for each agent based on data exported from the telephony system or
provided by the customer.
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a2

a8

L Anzizutest

Manage

@ MANAGE

People

User Fields
Organization Fields
Views

Macros

Reports

Tags

Ticket Fields
Dynamic Content

Sandbox

& CHANNELS

Email

Twitter

»

People add user | group | organization
People are the users of your Zendesk, including your customers and agents. They are the requesters of

tickets and the agents assigned to solve them. You can create organizations and groups and use tags to
manage your users and your ticket workflow. Learn more

G, Enter the first few letters of the search term arch

... Or browse end-users | agents | admins | groups | organizations | roles | tags

Ao

8 Administrator at awesomeearth edit
administrator@awesomeearth.org

Agents 3

8 John edit

John@awesomeearth.org

8 Laura edit
laura@awesomeearth.org

C. Update the Telephony Agent ID field.

Language English

Time (GMT-07:00) Pacific Time (...

zone

Details  Full Time

MNotes Cisco Agent

Telephony Agent ID

5002

Created Mov 13, 2013 23:07
Updated Feb 23 10:58
Last login Feb 23 13:13

User options
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8. The zenTelephonyAgentldRule in the CRM connector configuration relates CRM agents with Telephony
Agents. Below is the rule as defined for our example. “In short the rule states: “Match the CRM user
field with name of telephony_agent_id to the telephony event field named AgentID”.

<componentConfiguration:

<l--
We use to match our telephony agent to the zendesk agent
by searching zendesk for field of type "FieldType™ with
name of “"FieldName" and for value from telephony data field
with name of "Fieldvalue"
--F
<zenTelephonyAgentIdRule:
<FieldMatches:>
<FieldMatchz
<FieldType>type:user</FieldType:
<FieldName>telephony agent id</FieldName:
<FieldRequired>true</FieldRequired:
<FieldCondition»</FieldConditionz
<FieldValues:>
<FieldValuex
<FieldValueType>DTK_Telephony</FieldvValueTypes
<FieldValuexAgentID</FieldValues
<FieldValueCondition»></FieldValueConditionz
</FieldValuex
</FieldValues:
</FieldMatchz
</FieldMatches:
</zenTelephonyAgentIdRule:
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